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Procédure de configuration des équipements

OpenVPN

Prérequis :
e Un pare-Feu Netgate sg-3100
e Unacces Internet

Etapes pour I'installation :
a. Génération des certificats d'autorité et de serveur.

System / Certificate Manager/ Certificates / Edit

= ke o Certificete Spvocation

Add/Sign a Mew Certificate

rigrnel Certfcme o

Miethod

Crests pr

Descriptine name

internal Certificate

K=y tyoe =

Hay
The eegsh i0 use whes gesemating a few BEAL ke iis
The K=y Length chaulks oot be lower than 2045 or some platfo =i

Bigest Algorithen

sha?ZE

s the certificase i pigned

sosser than SH

ve &0 alganthm =

The lzegsh of time the signed ceriificete wil be wadid, in days

Gerewr corsifioates abo'd =57 have § iwbres orer 350 days 5 some

ASK-YPR-CERTIF
The foliowing cenificats aubject componerts s optionsd and mey be loft blgnk
Coumtry Code ER
State or Prowince eS
Ciry
Orgarzawan e Company Inc

Drganizsnonal Uni & -5 [TITH

AT, Some platforms may conseder

forms may consder She certifcats imveld

weak=r Sgest algortfires svalid

ay cangaler ihe cartbcars (rvalisl

Certificate Attributes

Attributs Nates tiributes sre mdded o cortfiomes and requests wihen they are cressed or signed

Alernative Mames aoe

These stributes behave differently deperding on the

3|Page



icate Manager / CAs

Seorch term

Geartificale Raw

Certifioate Authoritiea

Mame Imtermal

ASM-CERTIF w

b. Créationd

Ugers Broups

Retlings

(LTS 13 Certificatas Di=tinguished Mame Im Uine Actions

SFRPC

anli-migned z CM=ileral-ca C=FR 0 DV PH Sevvai

Wb Frorm Fri, 17 Feb 3023 T3 2058 «0700
Waldd Uit Whas 14 Fel 2033 22: 2254 40100

'un utilisateur avec son certificat associé.

Bt

icasion Serverg

Dufirve by
Disabled

Usamame

Pagaward

Full name

Expiration daie

Custom Settings

Group mambarship

Certificate

LSER
Thia uses cannc login

Usarasm

mEREEEE BreEEEE

v lank il g atharwies @neey

Iratin date g MWD

Une medreidus| custamized GUI optona ard dashbaerd leyout for this s

admins

T ,-.-7,-,-;;r,-_,u-—uj
| 0 Moo e Mot rroant ik

T hey in sslect mufilpha fdemz

Click to crease a user certifionie

4|Page



c. Mise en place d'un serveur OpenVPN
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d. Installation du package « openvpn-client-export »

System / Package Manager / Installed Packages
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Configuration des regles de pare-feu pour permettre I'acces a la DMZ depuis le VPN
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